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Abstract

The transition towards an intelligent economy is fundamentally reshaping how organisations
create, manage, exchange, and derive value from data. Cloud computing, artificial
intelligence, Internet of Things platforms, digital public infrastructure, and cross-border data
flows have created highly interconnected digital ecosystems, but they have also increased
organisational dependence on external technology providers, foreign infrastructure,
proprietary platforms, and complex regulatory environments. In this context, digital
sovereignty has emerged as a strategic concept concerning an organisation's ability to
maintain meaningful control over its data, digital infrastructure, technologies, and critical
digital dependencies. This paper examines the relationship between digital sovereignty and
data infrastructure and identifies the strategic challenges faced by organisations operating in
increasingly intelligent and interconnected economies. A conceptual qualitative methodology
is adopted to examine data governance, cloud dependency, technological concentration,
cybersecurity, data localisation, interoperability, artificial intelligence, regulatory compliance,
and digital supply-chain resilience. The paper proposes a strategic digital sovereignty
framework based on six dimensions: data control, infrastructure autonomy, technological
resilience, regulatory alignment, ecosystem interoperability, and organisational capability.
The analysis suggests that digital sovereignty should not be interpreted as complete
technological independence or isolation from global digital markets. Instead, it should be
understood as the capacity to make independent strategic decisions, retain control over
critical digital assets, manage dependencies, and maintain operational continuity. The study
concludes that organisations should adopt multi-layered data architectures, strengthen
governance, diversify critical technology dependencies, develop interoperable systems, and
establish robust cybersecurity and contingency mechanisms. Digital sovereignty will
increasingly become an important component of organisational resilience and
competitiveness in the intelligent economy.
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1. Introduction

Data has become one of the most strategically important resources in the modern economy.
Organisations increasingly depend on data for:

« Decision-making.

« Artificial intelligence.

o Customer services.

« Financial operations.

e Supply-chain management.

e Product development.

e Risk assessment.

e Automation.

« Strategic planning.

The growing importance of data has transformed digital infrastructure from a supporting
organisational function into a strategic asset.

At the same time, organisations are increasingly dependent on external providers for:

e Cloud computing.

o Data storage.

o Software platforms.

« Artificial intelligence models.

« Digital identity.

o Cybersecurity.

e Communication networks.

o Data analytics.

This creates a strategic tension.

An organisation may own its data but lack meaningful control over the infrastructure through
which that data is processed.

This has contributed to increasing interest in digital sovereignty.

Digital sovereignty can broadly be understood as the ability of an organisation, government,
or society to maintain meaningful control over its critical digital resources, technologies,
data, and strategic technological decisions.

The issue is particularly important in the emerging intelligent economy, where Al systems
increasingly depend on massive datasets, cloud infrastructure, specialised computing
resources, and interconnected digital platforms.

2. Concept of Digital Sovereignty
Digital sovereignty is a multidimensional concept.
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It does not necessarily mean complete technological independence.
Rather, it concerns the capacity to:

Control critical digital assets.

Understand technological dependencies.
Make independent strategic decisions.

Protect sensitive data.

Maintain operational continuity.

Manage external technology relationships.
Comply with applicable regulations.

. Switch or diversify providers when necessary.
Therefore:

N GRWDdNRE

Digital Sovereignty # Digital Isolation
Instead:
Digital Sovereignty = Control + Resilience + Strategic Choice + Governance

3. The Intelligent Economy

The intelligent economy is characterised by increasing integration of:
« Artificial intelligence.

e Machine learning.

e Cloud computing.

« Big data analytics.

e |oT.

e Automation.

o Digital platforms.

o Edge computing.

o Digital twins.

In this environment, competitive advantage increasingly depends on the ability to transform
data into intelligence.

The economic value chain can therefore be represented as:

Data — Processing — Intelligence — Decision — Value
Control over each stage becomes strategically important.

4. Research Objectives

The objectives of this study are to:

1. Examine the concept of digital sovereignty.

2. Analyse its relationship with organisational data infrastructure.
3. Identify strategic technology dependencies.

4. Examine cloud and platform concentration risks.
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Analyse data governance and regulatory challenges.

Examine the role of Al in digital sovereignty.

Develop a strategic framework for organisations.

Identify future directions for sovereign and resilient data infrastructure.

N o O

5. Research Methodology

This study uses a conceptual qualitative methodology.

Academic literature, policy frameworks, technology governance concepts, and research on
cloud computing, data governance, cybersecurity, Al infrastructure, digital transformation,
and organisational resilience are synthesised.

The analysis focuses on six dimensions:

Dimension Strategic Question

Data control Who controls organisational data?

Infrastructure Where and how is data processed?

Technology How dependent is the organisation on external technologies?
Regulation Which laws govern data and digital operations?
Resilience Can the organisation maintain operations during disruption?

Strategic autonomy Can the organisation change technology providers or architectures?

6. Evolution of Organisational Data Infrastructure
Organisational data infrastructure has undergone several stages.

Stage 1: On-Premise Infrastructure
Organisations controlled their own servers and databases.

Stage 2: Outsourced Infrastructure
Data processing increasingly shifted towards external IT providers.

Stage 3: Cloud Infrastructure
Organisations adopted scalable cloud computing and storage.

Stage 4: Multi-Cloud and Hybrid Infrastructure
Organisations combined different cloud and on-premise environments.

Stage 5: Intelligent Infrastructure
Al, automation, edge computing, and real-time analytics became deeply integrated.
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Each transition increased flexibility but also introduced new dependencies.

7. Why Digital Sovereignty Matters

Digital sovereignty has become strategically important because organisations may depend on
infrastructure they do not directly control.

For example:

Organisation — Cloud Provider — Data Centre — Hardware — Software — Network

A disruption at any point can potentially affect organisational operations.

This creates dependency risk.

Organisations therefore need to understand not only their internal infrastructure but also their
external digital supply chains.

8. Data Sovereignty

Data sovereignty concerns the legal and organisational control of data.
Key questions include:

e Where is data stored?

e Where is it processed?

e Which jurisdiction applies?

e Who can access it?

e Who owns the resulting insights?

« Can data be transferred internationally?

e What happens if a service provider changes its policies?
These questions become particularly important for:

o Financial institutions.

o Healthcare organisations.

« Government agencies.

e Research institutions.

o Critical infrastructure.

« Large multinational enterprises.

9. Data Localisation

Data localisation refers broadly to requirements or organisational strategies that require
certain data to remain within a specified geographical jurisdiction.

Potential motivations include:

e Privacy protection.

« National security.

e Regulatory compliance.

« Law-enforcement access.

e Economic policy.

o Strategic control.
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However, excessive localisation can increase:

e Infrastructure costs.

o Operational complexity.

« Duplication,

e Reduced scalability.

Therefore, organisations need balanced data-location strategies.

10. Cloud Sovereignty

Cloud services provide scalability and flexibility but can create strategic dependency.
Potential risks include:

« Vendor lock-in.

o Proprietary technologies.

« Migration difficulties.

« Concentration risk.

e Pricing changes.

e Service disruptions.

o Jurisdictional uncertainty.

Cloud sovereignty therefore involves maintaining sufficient control and portability while
continuing to benefit from cloud technologies.

11. Vendor Lock-In

Vendor lock-in occurs when switching providers becomes technically or economically
difficult.

It can result from:

e Proprietary APIs.

e Unique data formats.

o Platform-specific services.
e Custom applications.

« Contractual restrictions.

« High migration costs.

A useful strategic principle is:

Portability Before Dependency
Organisations should consider exit strategies before entering long-term technological
dependencies.

12. Multi-Cloud and Hybrid Strategies
Multi-cloud architectures can reduce dependence on a single provider.
A conceptual structure is:
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Private Infrastructure + Cloud A + Cloud B + Edge Infrastructure
Advantages may include:

o Greater resilience.

e Provider diversification.

« Improved negotiation power.

o Flexible workload placement.

However, multi-cloud also introduces complexity.

Organisations must manage:

« Multiple security models.

« Different APIs.

o Data synchronisation.

e Cost monitoring.

o Technical expertise.

Therefore, multi-cloud should be adopted strategically rather than simply for diversification.

13. Data Infrastructure and Artificial Intelligence

Al has increased the strategic importance of data infrastructure.

Al systems require:

o Large datasets.

« High-performance computing.

o Storage.

« Data pipelines.

« Model infrastructure.

o Network connectivity.

Consequently:

Al Sovereignty depends partly on Data Sovereignty and Infrastructure Sovereignty.
An organisation that controls neither its training data nor its computing infrastructure may
have limited strategic autonomy over its Al capabilities.

14. Al Model Dependency

Organisations increasingly use third-party Al models and services.
This can create dependencies involving:

e Model providers.

e APIs.

e Cloud infrastructure.

e Training datasets.

e Al development platforms.

Strategic questions include:

o Can the model be replaced?

e Can organisational data be transferred?
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e Can models be deployed independently?
e How transparent is model behaviour?
o What happens if access is restricted?

15. Data Governance

Strong data governance is central to digital sovereignty.
Governance should define:

o Data ownership.

« Data classification.

e Access rights.

e Retention.

e Processing rules.

« Data-sharing policies.

e Security requirements.

e Regulatory responsibilities.

A mature governance framework should operate across the entire data lifecycle.

Collect — Store — Process — Share — Archive — Delete
16. Cybersecurity and Digital Sovereignty

Digital sovereignty cannot exist without strong cybersecurity.
Threats include:

o Data breaches.

e Ransomware.

e Supply-chain attacks.

e Cloud compromise.

e Insider threats.

e Credential theft.

« Infrastructure disruption.

Organisations should therefore protect both data and the infrastructure supporting it.

Important mechanisms include:
« Encryption.

e Identity management.

e Zero-trust security.

e Network segmentation.

e Continuous monitoring.

e Backup systems.

e Incident-response planning.

AJAMRI Volume 6, Issue 2, March-April 2024

43


http://www.ajamri.com/

@) American Journal of Advanced Multidisciplinary

= Research and Innovation (AJAMRI)
AJAMRI

E-ISSN: XXXX-XXXX e Website: www.ajamri.com e Email: editor@ajamri.com

17. Digital Supply-Chain Risk

Modern organisations rarely operate entirely independently.
They depend on:

o Hardware manufacturers.

e Cloud providers.

« Software vendors.

e Telecommunications companies.

o Cybersecurity providers.

e Al platforms.

o Data providers.

A failure in one external component can potentially affect the entire organisation.
Digital sovereignty therefore requires dependency mapping.

18. Interoperability
Interoperability is essential for reducing technological dependence.
Open standards can enable organisations to move:

o Data.

o Applications.
e Workloads.

e Models.

between different systems.
An interoperable architecture can therefore strengthen strategic flexibility.

19. Open Source and Digital Sovereignty

Open-source software can provide greater transparency and reduce dependence on
proprietary technologies in certain areas.

Potential benefits include:

« Source-code visibility.

e Customisation.

« Community development.

« Reduced licensing dependency.

o Greater portability.

However, open source does not automatically eliminate dependency.
Organisations still need to consider:

e Maintenance.

e Security.

o Expertise.

o Governance.

e Long-term support.
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20. Data Centres and Physical Infrastructure

Digital sovereignty ultimately depends on physical infrastructure.
Important components include:

« Data centres.

e Servers.

o Storage systems.

o Network infrastructure.

o Power systems.

e Cooling systems.

e Semiconductor technologies.

Therefore, digital sovereignty should not be considered purely a software or data-governance
issue.

It is also an infrastructure resilience issue.

21. Edge Computing

Edge computing moves data processing closer to where data are generated.

Benefits can include:

o Lower latency.

e Reduced bandwidth requirements.

« Improved local processing.

o Greater operational resilience.

Edge computing can also support sovereignty by reducing unnecessary dependence on
remote centralised infrastructure.

22. Organisational Digital Sovereignty Framework
This paper proposes a six-dimensional framework.

Dimension 1: Data Sovereignty
Control over data ownership, access, storage, and processing.

Dimension 2: Infrastructure Sovereignty
Ability to maintain reliable control over critical computing and storage infrastructure.

Dimension 3: Technology Sovereignty
Capacity to make strategic technology decisions without excessive dependency.

Dimension 4: Regulatory Sovereignty
Ability to understand and comply with relevant legal and regulatory requirements.
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Dimension 5: Operational Sovereignty
Capacity to continue critical operations during provider or infrastructure disruption.

Dimension 6: Strategic Sovereignty
Ability to change technologies, suppliers, and architectures according to organisational
objectives.

23. Proposed Architecture
A sovereign and resilient organisational data architecture can be represented as:
Data Sources

!
Data Governance Layer
!

Secure Data Infrastructure
l
Interoperability Layer
l
Al & Analytics Layer
l
Decision Systems
l
Business Applications
l

Governance & Monitoring

Across all layers:
Cybersecurity + Privacy + Resilience

24. Strategic Risk Matrix

Risk Potential Impact Strategic Response
Vendor lock-in High Portability and multi-provider strategy
Data breach Very High Encryption and zero-trust architecture
Cloud outage High Resilient hybrid infrastructure
Regulatory change High Continuous compliance monitoring
Al dependency High Model diversification
Supply-chain disruption High Dependency mapping

AJAMRI Volume 6, Issue 2, March-April 2024 46



http://www.ajamri.com/

@) American Journal of Advanced Multidisciplinary

= Research and Innovation (AJAMRI)
AJAMRI
E-ISSN: XXXX-XXXX e Website: www.ajamri.com e Email: editor@ajamri.com
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Data localisation Medium-High Jurisdiction-aware architecture
Proprietary formats Medium Open standards
Skills shortage High Workforce development
Infrastructure failure Very High Redundancy and disaster recovery

25. Digital Sovereignty Maturity Model
Organisations can be categorised into five maturity stages.

Level 1 — Dependent
Heavy dependence on external providers with limited visibility.

Level 2 — Aware
Major dependencies are identified.

Level 3 — Controlled
Data governance and security controls are established.

Level 4 — Resilient
Alternative providers, backup infrastructure, and portability mechanisms exist.

Level 5 — Strategically Sovereign
The organisation maintains strong control, interoperability, resilience, and strategic
technology choice.

26. Economic Implications

Digital sovereignty can create additional costs.
Organisations may need to invest in:

e Redundant infrastructure.

e Local data storage.

e Multi-cloud systems.

o Cybersecurity.

« Skilled employees.

« Data-governance systems.

However, these costs should be evaluated against potential losses from:
e Major outages.

o Data breaches.
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e Regulatory violations.

e Vendor dependency.

o Operational disruption.

Digital sovereignty is therefore not simply an expense; it can be considered an investment in
organisational resilience.

27. Strategic Challenges
27.1 Cost
Greater infrastructure control can require significant investment.

27.2 SKills

Organisations require specialised expertise in:
e Cloud architecture.

e Cybersecurity.

o Data engineering.

« Al

o Compliance.

27.3 Complexity
Diversification can increase system-management complexity.

27.4 Global Operations
Multinational organisations must navigate different legal environments.

27.5 Technological Concentration
Dependence on a small number of major technology providers can create systemic risks.

28. Case Study: Multinational Enterprise

Consider a multinational enterprise using a single cloud provider for:
e Customer data.

e Al services.

e Business applications.

e Analytics.

e Backup.

Initially, this provides efficiency and simplicity.

However, the organisation faces significant concentration risk.
A strategic sovereignty programme could introduce:

1. Data classification.

2. Critical workload identification.

3. Portable data formats.
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Secondary infrastructure.

Backup cloud capability.

Al model alternatives.

Disaster-recovery testing.

Contractual exit provisions.

The organisation can therefore retain the advantages of cloud computing while reducing
excessive dependency.

N A

29. Questionnaire
Scale: 1 = Strongly Disagree, 5 = Strongly Agree

No. Statement
1 Digital sovereignty is becoming strategically important for organisations.
2 Organisations should maintain greater control over critical data.
3 Excessive dependence on a single cloud provider creates strategic risk.
4 Data portability is important for organisational resilience.
5 Al increases the importance of sovereign data infrastructure.
6 Cybersecurity is a fundamental component of digital sovereignty.
7 Organisations should regularly assess their technology dependencies.
8 Open standards can reduce vendor lock-in.
9 Hybrid and multi-cloud architectures can improve digital resilience.
10 Digital sovereignty should be incorporated into long-term organisational strategy.

30. Future Directions

30.1 Sovereign Al Infrastructure

Organisations may increasingly seek greater control over Al models, datasets, computing
infrastructure, and deployment environments.

30.2 Sovereign Cloud Platforms
Cloud architectures may increasingly incorporate stronger jurisdictional, governance, and
data-control mechanisms.

30.3 Confidential Computing
Confidential-computing technologies can help protect data while it is being processed.
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30.4 Decentralised Data Architectures
Future systems may distribute data and computation across multiple environments to reduce
concentration risk.

30.5 Data Spaces
Trusted data-sharing environments may enable organisations to exchange information while
retaining stronger control over access and usage.

30.6 Digital Dependency Mapping
Al-assisted tools may increasingly identify hidden dependencies across complex digital
supply chains.

31. Policy and Organisational Recommendations
Organisations should:
Develop a formal digital sovereignty strategy.
Map critical technology dependencies.
Classify data according to sensitivity and strategic importance.
Establish clear data-governance policies.
Design for data and workload portability.
Avoid unnecessary vendor lock-in.
Maintain tested backup and recovery infrastructure.
Adopt interoperable standards.
Strengthen cybersecurity and privacy controls.
. Develop internal expertise in critical digital technologies.
. Evaluate Al and cloud dependencies regularly.
. Include digital sovereignty requirements in procurement contracts.

©oN R WNRE

el
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32. Discussion

Digital sovereignty is becoming increasingly important because organisations are no longer
operating within clearly defined technological boundaries.

An organisation's digital environment may involve dozens or hundreds of interconnected
providers.

The resulting architecture can be represented as:

Organisation — Cloud — Software — Al — Data — Network — Hardware — External
Providers

A weakness or dependency at any point can influence organisational resilience.

However, complete technological independence is neither realistic nor necessarily desirable.
Global technology ecosystems provide substantial advantages in terms of:

e Innovation.

o Scalability.
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o Cost.
o Expertise.

e Access to advanced technologies.

The objective should therefore be strategic autonomy rather than isolation.
An organisation can use external technologies while maintaining:

« Data control.

o Portability.

e Security.

o Governance.

« Provider diversification.

« Contingency capabilities.

This approach allows organisations to benefit from global digital ecosystems while reducing
excessive strategic dependency.

33. Conclusion

Digital sovereignty has emerged as an important strategic consideration in the intelligent
economy.

The growing dependence on cloud platforms, Al services, digital infrastructure, external
software providers, and global data networks has created significant benefits but has also
introduced new forms of organisational vulnerability.

Digital sovereignty should therefore be understood as the capacity to maintain meaningful
control, strategic choice, resilience, and governance across critical digital assets.

The proposed framework demonstrates that sovereignty extends beyond data storage. It
encompasses infrastructure,  technology, regulation,  operations,  cybersecurity,
interoperability, and organisational capabilities.

Organisations should not attempt to eliminate all external dependencies. Instead, they should
identify critical dependencies, manage them strategically, establish portability, diversify
where appropriate, and maintain alternative capabilities for high-impact systems.

In the intelligent economy, competitive organisations will increasingly need to answer not
only “What can our technology do?” but also “Who controls the infrastructure on which our
technology depends?”

Digital sovereignty will consequently become an increasingly important component of long-
term organisational resilience, cybersecurity, technological competitiveness, and strategic
decision-making.
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