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Abstract

Smart infrastructure combines physical assets, sensing devices, communication networks, computational
platforms and automated control. Electricity networks, water systems, transportation services, intelligent
buildings and industrial facilities increasingly depend on cyber-physical connectivity to improve
efficiency, visibility and responsiveness. This connectivity also creates new pathways through which
cyberattacks, sensor failures, communication disruptions and physical disturbances can propagate across
interconnected services. Conventional cybersecurity controls can reduce the likelihood of intrusion, but
they cannot guarantee that every attack will be prevented. Infrastructure resilience must therefore
include the capacity to anticipate adverse conditions, withstand partial compromise, maintain essential
functions, recover service and adapt from operational experience.

This study develops a conceptual architecture for cyber-physical resilience integrating security
controls, heterogeneous sensing, physics-informed anomaly detection, resilient state estimation and
bounded autonomous control. The framework separates preventive security from operational resilience
while connecting both through a continuous decision cycle. A structured review of research concerning
cyber-physical systems, false-data injection, resilient control, infrastructure interdependency and cyber-
resiliency engineering supports the proposed design.

An author-generated simulation compares a conventional recovery architecture with an
integrated resilient-control architecture across 100 hypothetical disruption scenarios per condition.
Median recovery time decreases from 84.8 hours to 35.5 hours, while mean recovery time decreases
from 87.1 hours to 37.2 hours. The 90th-percentile recovery time falls from 118.0 hours to 56.4 hours.
Additional simulated outcomes include improved essential-service continuity, faster anomaly isolation
and fewer unsafe autonomous actions. These numerical values are illustrative and do not represent
measurements from an operational infrastructure provider.

The findings indicate that cyber-physical resilience cannot be achieved through network security,
sensing or automation independently. It requires trustworthy integration of all three capabilities.
Autonomous control should operate within verified safety envelopes, degrade gracefully when
information becomes unreliable and provide clear pathways for human intervention. Effective
implementation also requires secure system architecture, diverse sensors, tested fallback modes,
coordinated recovery plans and governance that identifies responsibility for automated decisions.
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1. Introduction

Smart infrastructure uses digital technologies to observe, coordinate and control physical services.
Electricity networks use connected sensors and automated switches to balance supply and demand.
Water utilities monitor pressure, flow and quality across treatment and distribution systems.
Transportation networks coordinate signals, vehicles and passenger information. Buildings use
connected controls for energy, safety and occupancy management.

These systems are cyber-physical because computation and communication directly influence
physical behaviour. A control instruction can open a valve, adjust a generator, change a railway signal or
alter a building’s ventilation. Physical measurements are returned through sensors and processed by
control software. The resulting loop links the digital and physical domains continuously.

The National Institute of Standards and Technology describes cyber-physical systems as
interacting digital, analog, physical and human components engineered through integrated physics and
logic (). This definition emphasizes that people and institutions remain part of the system rather than
external users of technology.NIST Cyber-Physical Systems Program

Digital integration produces substantial operational benefits. Continuous sensing can reveal
equipment deterioration before failure. Automated control can respond more rapidly than manual
intervention. Coordinated infrastructure can allocate resources efficiently during unusual demand.
Predictive models can support maintenance and contingency planning.

The same connectivity introduces vulnerabilities. An attacker who compromises a
communication network may alter sensor readings or control instructions. A software defect can
propagate across many connected devices. A communications outage can separate local equipment from
supervisory control. Physical damage may disable both infrastructure and the digital systems used to
manage recovery.

Cyber-physical attacks are particularly difficult because manipulated data can appear technically
plausible. A false measurement may remain within an expected numerical range while gradually
influencing the controller toward an unsafe decision. Conventional signature-based intrusion detection
may not identify the event if the malicious message uses valid credentials and communication protocols.

False-data injection is a well-established example. An attacker modifies selected measurements
to mislead state estimation or control while attempting to avoid residual-based detection. Liu et al.
(2009) demonstrated that carefully constructed measurement attacks could bypass conventional bad-data
detection in power-system state estimation. Similar principles apply to water, transportation and
industrial-control environments.

Infrastructure operators cannot assume that every cyberattack will be prevented. Complex
systems contain legacy equipment, third-party components, remote-access requirements and operational
constraints. Security patches may be delayed because equipment cannot be taken offline safely. Supply-
chain vulnerabilities may remain unknown until after deployment.

Cybersecurity and resilience are therefore related but distinct. Security attempts to prevent
unauthorized access, manipulation and disruption. Resilience assumes that some adverse events will
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occur and focuses on preserving critical functions, limiting damage, recovering service and adapting
afterward. A secure system may still fail under an unforeseen event, while a resilient system is designed
to continue operating despite partial compromise.

Cyber resilience has been described through the capacities to anticipate, withstand, recover and
adapt. These capacities correspond to different operational phases. Anticipation identifies possible
threats and vulnerable dependencies. Withstanding limits the immediate effect of disruption. Recovery
restores acceptable service. Adaptation changes the system based on observed weaknesses.

Smart infrastructure resilience must also address interdependency. Electricity supports water
pumping, communication and transportation. Communication enables remote monitoring and
coordinated recovery. Transportation systems move repair personnel and fuel. Failure in one sector can
produce cascading consequences in another.

Rinaldi et al. (2001) established an influential framework for understanding infrastructure
interdependencies. Later research by Ouyang (2014) showed that modelling interconnected
infrastructure is necessary for evaluating cascading failure and recovery. Cyber connectivity adds
another dependency layer because digital platforms may coordinate several physical sectors
simultaneously.

Sensing is central to resilience because operators and automated controllers require credible
information. However, sensor redundancy alone is insufficient. Multiple sensors may share the same
communication pathway or manufacturer vulnerability. Diversity in measurement principle, location,
communication and power supply can provide stronger protection than simple numerical replication.

Autonomous control can accelerate response when human intervention would be too slow. A
local controller may isolate a damaged network segment, rebalance resources or move equipment into a
safe mode. Yet autonomy also creates risk. A controller acting on corrupted data can intensify
disruption. Autonomous action must therefore be bounded by safety constraints and supported by
trustworthy state estimation.

The present study develops an integrated architecture connecting cybersecurity, sensing and
autonomous control. It proposes a layered resilience model and evaluates its potential operational effect
through a clearly labelled recovery-time simulation. The study emphasizes service continuity and safe
recovery rather than treating cyber-event detection as the final outcome.

2. Review of Literature
2.1 Cyber-Physical Threats and Infrastructure Interdependency
Cyber-physical systems integrate computational decision-making with physical processes. Rajkumar et
al. (2010) described them as a major development in computing because they connect communication,
control and physical operation. Their societal importance also increases the consequences of failure.
Humayed et al. (2017) categorized cyber-physical security concerns across cyber, physical and
cyber-physical layers. A cyber-layer attack may target software, credentials or communication. A
physical-layer event may damage equipment or alter the operating environment. A cyber-physical attack
deliberately exploits the interaction between digital control and physical consequences.
Denial-of-service attacks interfere with communication availability. A controller may not receive
measurements or may be unable to deliver instructions. Replay attacks transmit previously valid data,
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creating a false impression that the system remains in an earlier state. Command-injection attacks
modify actuator instructions, while false-data injection attacks manipulate sensor information or state
estimation.

Insider threats create additional complexity because authorized users may have legitimate access
to control environments. Compromised engineering workstations or maintenance accounts can bypass
network-perimeter controls. Supply-chain compromise can introduce vulnerabilities before equipment is
deployed.

Physical processes impose constraints that both attackers and defenders must consider. Water
cannot change pressure instantaneously without hydraulic consequences. Electrical voltage, frequency
and power flow obey physical relationships. Transportation movement is constrained by vehicle location
and track occupancy. Physics-informed monitoring can therefore detect inconsistencies that
conventional information-technology monitoring may miss.

Pasqualetti et al. (2013) examined attack detection and identification in cyber-physical systems,
demonstrating how system structure influences whether an attack can be observed. An attacker’s ability
to remain hidden depends partly on which sensors and actuators are compromised.

Mo and Sinopoli (2010) studied false-data injection against state estimation in sensor networks.
Their work showed that an attacker can degrade estimation without necessarily triggering a conventional
failure detector. This finding supports the need for resilient estimators capable of operating when a
subset of measurements is untrustworthy.

Infrastructure interdependency expands the attack surface. A cyber incident affecting electricity
distribution can disable communication equipment and pumping stations. Loss of telecommunications
can prevent coordination of electrical restoration. The combined failure may be more severe than the
original incident.

Rinaldi et al. (2001) distinguished physical, cyber, geographic and logical interdependencies.
Physical interdependence occurs when one infrastructure requires the material output of another. Cyber
interdependence results from information exchange. Geographic interdependence occurs when co-
located systems experience a common event. Logical interdependence arises through policy, market or
institutional relationships.

Ouyang (2014) reviewed modelling approaches for interdependent infrastructure and highlighted
the importance of cascading failures. Smart-infrastructure resilience should consequently be evaluated at
the service-network level rather than only at the level of individual devices.

2.2 Distributed Sensing and Trustworthy State Estimation

Sensors provide the observations on which cyber-physical decisions depend. Smart meters, phasor
measurement units, pressure sensors, flow meters, cameras, environmental monitors, equipment-health
sensors and access-control systems may contribute to operational awareness.

Sensor reliability is affected by calibration drift, environmental interference, hardware failure,
communication loss and malicious manipulation. These failure modes can produce similar numerical
symptoms. A sudden measurement change may represent a genuine physical event, a failing sensor or an
attack. Resilient monitoring must distinguish among these possibilities sufficiently well to support safe
action.
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Redundancy improves reliability when multiple measurements observe the same process. However,
redundant devices can fail together if they share power, communication, software or physical location.
Diversity is therefore important. A system may combine direct measurements with model-based
estimates, independent communication channels and different sensing technologies.

State estimation uses available measurements and a physical model to infer variables that cannot
be observed directly. In an electricity network, it can estimate bus voltages and phase angles. In a water
network, it may estimate pressure or demand at unmeasured locations. A resilient estimator reduces
dependence on measurements that appear inconsistent or compromised.

Physics-based anomaly detection compares observed behaviour with expected physical
relationships. Giraldo et al. (2018) reviewed physics-based attack detection in cyber-physical systems
and demonstrated its value in identifying malicious effects that might not be visible from network traffic
alone.

Data-driven methods can complement physical models. Machine-learning systems can identify
complex temporal patterns in sensor data, detect anomalies and classify disturbance types. Their
performance depends on representative training data. Rare attacks and unusual physical conditions are
often underrepresented.

A purely data-driven detector may classify a previously unseen but legitimate operating
condition as malicious. Conversely, a sophisticated attacker may reproduce patterns present in normal
training data. Hybrid detection combines cyber telemetry, statistical anomalies, physical residuals and
operational context.

Sensor trust should be dynamic rather than binary. A measurement may remain useful even when
its confidence decreases. Trust scoring can consider calibration status, communication behaviour,
agreement with neighbouring sensors and consistency with physical models.

Secure time synchronization is also essential. Measurements from different devices must be
aligned correctly. Manipulated timestamps can make consistent data appear contradictory or can conceal
the sequence of an attack.

Edge computing can preserve local monitoring when central communication fails. A local
controller may continue processing nearby sensors and maintaining essential functions. Edge autonomy
reduces dependence on a remote platform but requires secure software and carefully bounded authority.

2.3 Resilient and Autonomous Control

Traditional feedback control assumes that measurements and actuator commands are sufficiently
reliable. Cyber-physical resilience requires control policies that continue operating when some
information or components become unavailable. The objective shifts from ideal performance toward
safe degraded service.

Resilient control can include sensor isolation, robust estimation, controller reconfiguration,
network segmentation, local autonomy and safe-mode operation. Teixeira et al. (2015) argued that
secure control requires an understanding of both cyberattack models and physical-control consequences.

Autonomous recovery may isolate compromised network segments, substitute estimated values
for suspicious measurements or transfer control to an independent local controller. In an energy system,
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a microgrid may separate from the wider network and maintain essential loads. In a water system, local
pressure control may continue while centralized supervision is unavailable.

Autonomy should be constrained by verified safety envelopes. A controller may adjust a valve or switch
only within limits that preserve pressure, frequency, temperature or equipment loading. If uncertainty
exceeds an approved threshold, the system should move to a conservative state or request human
intervention.

Graceful degradation is preferable to uncontrolled collapse. A transportation network may reduce
capacity while preserving emergency movement. A building may disable energy optimization while
maintaining ventilation and fire safety. A water utility may prioritize essential pressure zones when full
service cannot be sustained.

Recovery is not equivalent to restoring every component. The first objective is to restore the
required service level. A damaged or compromised component may remain isolated while alternative
resources support essential functions. Full technical restoration can occur later.

Resilience engineering also includes adaptation. Woods (2015) distinguished several concepts of
resilience and emphasized the ability of systems to respond to changing conditions. Post-event analysis
should identify hidden dependencies, unsafe automation and recovery bottlenecks.

The National Institute of Standards and Technology’s cyber-resiliency guidance emphasizes
designing systems that can anticipate, withstand, recover from and adapt to adverse conditions (). This
systems-engineering perspective is particularly appropriate for smart infrastructure because resilience
requirements must be incorporated throughout design, operation and maintenance.

3. Objectives

The study’s primary objective is to develop a cyber-physical resilience architecture that integrates
preventive security, distributed sensing, trustworthy state estimation and bounded autonomous control.
The architecture is intended to preserve critical service when prevention and detection controls do not
completely stop an adverse event.

A second objective is to evaluate resilience through service continuity and recovery time rather
than relying only on cybersecurity metrics. An infrastructure system may detect an attack accurately but
still experience prolonged service interruption. Operational resilience therefore requires indicators
describing physical consequences and restoration.

The specific objectives are:

1. To examine cyber and physical threat pathways affecting smart infrastructure.

2. To identify how sensing, communication and control dependencies can contribute to cascading
failure.

3. To develop a layered framework combining cybersecurity monitoring, sensor validation, resilient
estimation and autonomous response.

4. To compare conventional recovery with integrated resilient control through a clearly identified
simulation.

5. To evaluate recovery-time distributions rather than reporting only an average value.

6. To examine how autonomous control can maintain essential service within verified safety
constraints.
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7. To identify cybersecurity, interoperability, model-validity, human-oversight and governance
challenges.

8. To propose implementation principles for infrastructure operators, technology providers and public
authorities.

4. Research Methodology

4.1 Research Design and Evidence-Synthesis Procedure

The study applies a conceptual-review and simulation-based research design. The conceptual component
integrates established research concerning cyber-physical security, infrastructure interdependency,
distributed sensing, attack detection, resilient estimation, autonomous control and cyber-resiliency
engineering.

Literature searches were organized using combinations of the terms “cyber-physical resilience,”
“smart infrastructure security,” “false-data injection,” “resilient state estimation,” “physics-based
anomaly detection,” “autonomous infrastructure control,” “critical infrastructure interdependency” and
“cyber-resilient systems.”

Relevant evidence was examined through major scholarly databases, publisher platforms,
institutional repositories and authoritative technical standards. Sources were eligible when they
addressed at least one of four domains: cyber-physical attack modelling, infrastructure sensing, resilient
control or service recovery.

Priority was given to peer-reviewed research, established scholarly reviews and standards-
oriented guidance. Studies restricted to conventional office information systems without a physical-
control dimension were excluded. Sources focusing on purely mechanical failure were included only
when they contributed directly to resilience or interdependency analysis.

Selected literature was coded according to infrastructure sector, attack or disturbance type,
sensing architecture, detection method, control response, recovery metric and governance implication.
The synthesis was qualitative because the reviewed studies used different systems, threat models and
performance measures.

The review is structured to support conceptual framework development but is not presented as an
exhaustive systematic review or meta-analysis. The simulation provides methodological illustration
rather than empirical verification.

2 (13

4.2 Integrated Resilience Architecture

The proposed architecture contains five operational layers. The physical-service layer includes
equipment, energy, water, transportation, buildings or other infrastructure processes. The sensing layer
measures physical and cyber states through heterogeneous devices.

The security and trust layer authenticates devices, monitors communications and evaluates
measurement credibility. The state-estimation layer combines trusted measurements with physical
models to estimate the system’s operating condition.

The autonomous-control layer selects actions within verified safety boundaries. The governance
and recovery layer defines intervention authority, human override, service priorities, audit requirements
and post-event adaptation.
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Table 1. Proposed cyber-physical resilience architecture
.. Primary resilience Safety or governance
Layer Representative inputs y yorg

function

control

Physical service

Equipment status and

Delivers the essential

Engineering operating

process variables infrastructure function limits
Distributed Physical, network and device Maintains situational Redundancy and
sensing telemetry awareness sensor diversity

Security and Authentication, traffic and Detects compromise and Access control and

trust integrity evidence scores data trust audit records
Resilient Trusted measurements and Reconstructs the credible .
o . Uncertainty thresholds
estimation physical models system state
Autonomous Estimated state and service Isolates, reconfigures and Safety envelope and
response priorities restores service human override

The architecture uses defence in depth. Preventive security reduces attack probability. Detection
identifies suspicious behaviour. Resilient estimation limits dependence on compromised data.
Autonomous control contains consequences and preserves service. Recovery and adaptation address
remaining damage.

4.3 Simulation Design and Performance Indicators

The simulation represents a hypothetical smart-infrastructure service exposed to cyber-physical
disruptions. The events include false-data injection, communication denial, sensor compromise,
controller malfunction and combined cyber-physical equipment failure.

Two architectures are compared. The conventional recovery architecture depends heavily on
centralized detection, manual diagnosis and sequential restoration. The integrated architecture uses
heterogeneous sensing, dynamic trust scoring, resilient state estimation, automated isolation and
bounded local control.

One hundred disruption scenarios are generated for each architecture using a reproducible
random process. The scenario population is illustrative rather than derived from an operational incident
database. Recovery time is defined as the period required to restore the specified essential-service level
rather than the time required to repair every affected component.

A normalized service-resilience measure can be represented as:

R=T1/0TQOQ(t)dt

where Q(t) is the delivered service at time t, QO is the required normal service level and T is the
evaluation period. A higher value indicates that a larger proportion of required service was maintained.
Recovery improvement is calculated as:

Recovery Improvement (%)=TCTC—TRx100
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where TC is recovery time under the conventional architecture and TR is recovery time under integrated
resilient control.

The analysis reports mean, median and 90th-percentile recovery time. The 90th percentile is
included because critical-infrastructure planning must consider difficult scenarios rather than only
average performance.

5. Analysis
The simulation produces a substantial separation between the recovery-time distributions. Conventional
recovery has a mean of 87.1 hours and a median of 84.8 hours. Integrated resilient control has a mean of
37.2 hours and a median of 35.5 hours.
The median reduction is:
84.884.8—35.5x100=58.1%

The 90th-percentile recovery time decreases from 118.0 hours to 56.4 hours. This result suggests
that the conceptual architecture may provide value not only in typical scenarios but also during more
difficult disruptions.

Table 2. Simulated cyber-physical resilience outcomes

- Conventional Integrated resilient i
Performance indicator . g Simulated change
architecture control
Mean recovery time 87.1 hours 37.2 hours 57.3% reduction
Median recovery time 84.8 hours 35.5 hours 58.1% reduction
90th-percentile recover .
P time y 118.0 hours 56.4 hours 52.2% reduction
Essentla}I-S(_erwce 68% 89% 21 per_centage-pomt
continuity increase
Unsafe automated . . .
. 11 scenarios 3 scenarios 72.7% reduction
actions

The improvement is associated with four simulated capabilities. Diverse sensing reduces dependence on
a single compromised data source. Resilient state estimation reconstructs the probable operating state
when measurements conflict. Autonomous isolation limits propagation. Local control preserves essential
service during central communication loss.

The decrease in unsafe automated actions is particularly important. Faster automation is not
necessarily safer automation. The integrated architecture uses confidence thresholds and safety
envelopes. When uncertainty becomes too high, it selects a conservative state or requests operator
intervention.
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Graphical Presentation
Table 3. Supporting recovery-time statistics

Recovery statistic Conventional recovery Integrated resilience
Simulation scenarios 100 100
Mean 87.1 hours 37.2 hours
Median 84.8 hours 35.5 hours
90th percentile 118.0 hours 56.4 hours

Graphl: Cyber-Physical Resilience in Smart Infrastructure: Integrating Security, Sensing and
Autonomous Control

Simulated Service-Recovery Time After Cyber-Physical Disruptions
Conventional recovery architecture
=== Integrated resilient control
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The histogram shows that integrated resilient-control scenarios are concentrated within substantially
shorter recovery periods. Most integrated scenarios are restored within approximately 15-60 hours.
Conventional scenarios are distributed across a wider range and include several recovery periods
exceeding 120 hours.

The dashed lines mark median values. Their separation demonstrates that the result is not created
only by a small number of extreme conventional scenarios. The entire integrated distribution shifts
toward faster service restoration.

Interpretation: Security controls reduce the likelihood and scope of compromise, sensing maintains
credible awareness and autonomous control enables rapid containment and reconfiguration. Their
combined effect is stronger than any single capability operating independently.
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Key finding: The integrated architecture reduces simulated median recovery time by 58.1% while also
improving essential-service continuity. Cyber-physical resilience should therefore be evaluated through
both restoration speed and service preserved during disruption.

6. Challenges
6.1 Legacy Infrastructure
Critical infrastructure frequently includes equipment designed before modern cybersecurity
requirements. Legacy controllers may use insecure protocols, limited authentication and unsupported
software. Replacement may be expensive or operationally disruptive.

Resilience programmes should segment legacy devices, restrict communication pathways and
provide independent monitoring. Security gateways can reduce exposure but cannot eliminate
vulnerabilities inside the legacy equipment.

6.2 Sensor Compromise and Common-Mode Failure
Adding sensors does not automatically improve resilience. Devices sharing the same manufacturer,
power supply or network may fail together. An attacker may exploit identical credentials or software
across thousands of devices.

Sensor architecture should incorporate technological and geographic diversity. Critical states
should be observable through different physical measurements where practical.

6.3 False Alarms

Sensitive anomaly detection can produce frequent false alarms. Operators may become desensitized and

ignore important warnings. Unnecessary autonomous isolation can also interrupt legitimate service.
Detection thresholds should account for physical consequence and operational context. Alerts

should communicate evidence and uncertainty rather than providing unexplained binary labels.

6.4 Model Drift
Infrastructure conditions change as equipment ages, demand grows and software is updated. A detection
or control model validated under earlier conditions may become unreliable. Continuous monitoring and
periodic revalidation are necessary.

Models should not retrain automatically on unverified post-incident data. Malicious or abnormal
observations could contaminate the learning process.

6.5 Autonomous-Control Safety
Autonomous action can respond rapidly but may amplify damage when its inputs are incorrect.
Controllers should be formally constrained by physical safety limits and tested under communication
failure, sensor loss and unexpected operating conditions.

A system should fail safely. When uncertainty exceeds an approved level, optimization
objectives should be abandoned in favour of conservative service protection.
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6.6 Cybersecurity of Resilience Mechanisms
Backup controllers, emergency communication and recovery tools may themselves be attacked. If rarely
tested, these systems can contain unknown vulnerabilities. Attackers may deliberately target backup
capability before disrupting primary operation.

Resilience mechanisms require the same authentication, patching, monitoring and supply-chain
assurance as primary systems. They should also be exercised through realistic drills.

6.7 Infrastructure Interdependency
An organization may design a resilient internal system while remaining dependent on electricity,
telecommunications, cloud services or external suppliers. Recovery plans often underestimate these
external dependencies.

Joint exercises and cross-sector information sharing are necessary. Recovery priorities should be
coordinated so that one sector does not wait indefinitely for another service.

6.8 Human Factors
Automation can reduce workload, but excessive automation may weaken operator skill and situational
understanding. During a rare crisis, operators may be asked to intervene in a system they no longer
understand fully.

Interfaces should show system state, uncertainty, autonomous actions and available alternatives.
Training should include manual and degraded-mode operation.

6.9 Governance and Accountability
Responsibility can become unclear when automated decisions involve software vendors, infrastructure
operators and public agencies. A control action may be technically valid but socially unacceptable if it
disrupts vulnerable users.

Governance should define service priorities, intervention authority, liability, audit requirements
and public communication before an emergency occurs.

7. Discussion

7.1 Resilience Beyond Cyberattack Prevention

The findings reinforce the distinction between security and resilience. Preventive controls remain
essential, but they cannot guarantee that all malicious or accidental disruptions will be stopped. Complex
infrastructure must continue providing critical service when prevention fails.

The integrated architecture therefore assumes partial compromise. It uses sensing and physical
models to estimate which information remains credible. It isolates suspicious components and
reconfigures available resources. This approach reduces dependence on perfect attack attribution before
action can begin.

The simulation measures recovery to a required service level rather than full component repair.
This distinction is operationally important. A water utility may restore essential pressure while a
compromised station remains isolated. A transportation system may maintain emergency routes before
normal capacity returns.
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The 90th-percentile result provides additional insight. Average recovery can conceal difficult events.
The reduction from 118.0 to 56.4 hours suggests that integrated resilience may narrow the tail of the
distribution and reduce prolonged service interruption.

7.2 Sensing as a Foundation for Safe Autonomy

Autonomous response depends on trustworthy situational awareness. A controller acting on corrupted
measurements can convert a manageable event into a physical emergency. Sensor security and state
estimation are therefore prerequisites for autonomy.

The proposed framework uses measurement diversity and trust scoring. Network evidence
indicates whether a device behaves suspiciously, while physical evidence tests whether its measurements
are plausible. Neither evidence source is sufficient alone. An attacker may use legitimate credentials,
and a real physical disturbance may resemble malicious manipulation.

Resilient estimation provides a bridge between detection and control. Instead of immediately
discarding every questionable measurement, the estimator assigns confidence and reconstructs the likely
state. This allows control to continue during partial information loss.

Autonomy should be proportional to confidence. High-confidence conditions permit rapid local
action. Moderate-confidence conditions allow reversible adjustments. Low-confidence conditions trigger
safe modes and human escalation. This graduated model is more defensible than unrestricted
automation.

7.3 Human Authority and Institutional Resilience

Human oversight should not be interpreted as requiring manual approval for every millisecond-level
control action. Many infrastructure processes operate too rapidly for continuous human intervention.
Instead, human authority should be embedded through approved objectives, safety limits and escalation
rules.

Operators require interfaces that explain which measurements were distrusted, which actions
were taken and what service consequences are expected. An unexplained algorithmic recommendation is
difficult to evaluate during a crisis. Explanation should therefore focus on operational evidence rather
than generic model descriptions.

Institutional resilience includes communication, coordination and learning. Technical recovery
may fail if organizations cannot share information or agree on priorities. Cross-sector exercises can
reveal dependencies that remain invisible during normal operation.

Post-incident learning must be structured. Organizations should preserve forensic evidence,
compare expected and actual behaviour and update recovery plans. Model changes should be
documented and validated. Adaptation should strengthen the system without introducing uncontrolled
complexity.

8. Conclusion

Smart infrastructure depends on continuous interaction among physical equipment, sensing,
communication and automated control. This integration improves efficiency and responsiveness but also
creates pathways for cyber and physical failures to propagate. Cybersecurity controls alone cannot
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ensure uninterrupted service because some attacks, component failures and unforeseen conditions will
bypass prevention.

This study developed a cyber-physical resilience architecture combining preventive security,
diverse sensing, dynamic trust assessment, resilient state estimation, bounded autonomous control and
human-governed recovery. The framework treats resilience as the capacity to anticipate, withstand,
recover and adapt while preserving essential infrastructure service.

The author-generated simulation demonstrates a substantial illustrative reduction in recovery
time. Median recovery falls from 84.8 hours under the conventional architecture to 35.5 hours under
integrated resilient control. Mean and 90th-percentile recovery times also decrease, while essential-
service continuity improves. These findings are simulated and should not be interpreted as operational
evidence or universal performance expectations.

The central conclusion is that security, sensing and autonomy must be engineered together.
Security without resilient control may detect an attack without preserving service. Automation without
trustworthy sensing may create unsafe actions. Sensing without cybersecurity may provide an attacker
with a pathway to manipulate control.

Future implementation should use sector-specific models, hardware-in-the-loop testing, realistic
attack scenarios, cross-sector exercises and transparent governance. Autonomous recovery should
remain bounded by verified safety envelopes and should provide effective human override. When these
conditions are met, smart infrastructure can progress from being merely connected and efficient toward
becoming genuinely survivable, adaptive and trustworthy.
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